Security and Non-Pitt Email
(1) Use a non-Pitt email address (you can include the Pitt one also if you want) on the upload page.

(2) Security: NO SECURITY SETTINGS.  The “Security Method” should be set to “No Security” to ensure that a password is not required to open the document.

The document restriction settings for the following individual features must be set to “Allowed”: Printing and Content Extraction for Accessibility.

The document restriction settings for the following features can be set as desired:  

Changing the Document

Document Assembly

Content Copying or Extraction

Commenting

Filling of Form Fields

Signing

Creation of Template Page

The easiest thing is to ALLOW AND NOT TO MAKE USE OF THE SECURITY SETTINGS AT ALL.  Note: These settings can be easily cracked with several widely available and completely legal software packages.

Once your file is uploaded to Pitt’s site, the official University of Pittsburgh copy will remain available for read-only access in perpetuity.  Our official copy cannot ever be modified by users, even if there is no security or permission restrictions set in Adobe. 

NOTE:  If adobe password protection is turned on, the document will NOT BE PROCESSED AS AN ETD BY PROQUEST, nor will it be processed by the US Copyright office.

